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Abstract

We consider B, = 2"W agents who sell n-dimensional i.i.d. Gaussian images
to M,, = 2"FF customers in digital form. Two trusted authorities guarantee the
security of each transaction by hiding information inside each image before it is
sent to the customer. One authority embeds the watermark, which is associated
with the agent who sells the image, while the other one embeds the fingerprint
which characterizes the customer who receives the image. Each customer receives
a watermarked/fingerprinted image compressed using R bits per image dimension
subject to a specific distortion constraint. Moreover, the authorities are responsi-
ble for detecting which watermark and fingerprint are embedded into a (possibly
illegal) distributed image. By means of a coding theorem, we establish the region
of allowable rates (Rg, Rw, Rr) such that (i) the average quadratic distortion be-
tween the original image and each distributed copy does not exceed a particular
threshold; and (ii) the error probability in decoding the fingerprint and the wa-
termark in a distributed, but not corrupted, copy approaches zero asymptotically
in n. Furthermore, we show that the rate region does not depend on whether the
authorities embed their messages jointly or independently of each other; and it does
not depend on whether the original image is available during the decoding.

1 Introduction

The widespread use of digital data in commercial applications over the last few years
has increased the need for copyright protection and authentication schemes. Especially
for audio, image, video or multimedia data, information hiding has been suggested in
the literature as the most effective means for protecting the ownership of the data. This
is done by embedding a message into the host data set, such that the distortion intro-
duced by this message does not exceed some level, and the message is recoverable even
after some degradation of the distributed copy. This hidden message can play the role
either of a watermark or a fingerprint, depending on the application; a watermark carries
copyright information related to the rightful owner of the protected work, and a finger-
print uniquely identifies each individual copy distributed, making it possible to trace any
illegally distributed data back to the user [1, 2].

Recently, there have been various information-theoretic approaches to the analysis of
watermarking systems [1, 3, 4, 5, 6, 7, 8, 9, 10, 11]. In [5], the authors considered the



following scenario: a data distributor (e.g. a news agency) has to deliver an information
sequence I" (e.g., a digital image) to M, = 2" customers, such that each customer
receives a different fingerprinted! version of I"™ (we called Ry, the distribution rate of the
fingerprints). To that end, the agent creates M, distinct signals z"(1),...,z"(M,) (the
fingerprints) independently of I™ and uses them to generate M, fingerprinted copies of
I™. Due to bandwidth limitations, the agent compresses the fingerprinted data at a rate
of Rg bits per image dimension subject to a fidelity criterion prior to distribution.

Additionally, the agent who generated the image should be able to discern which
fingerprint is present in a digital image with a low probability of error (e.g., in case an
authenticator needs to track down the initial owner of an illegally distributed image),
using the original image as side information. In other words, fingerprints and source
codewords have to be designed in such a way that knowledge of the fingerprint set and
the original data is enough for detecting reliably the fingerprint in the compressed image.
The region of achievable rate pairs (Rg, Rw) was the subject of investigation in [5].

In this paper, we consider a system that extends the results of [5] by combining
watermarking, fingerprinting and quantization. We assume that there are two trusted
authorities (TAs): one is legally authorized to issue watermarks and the other is autho-
rized to issue fingerprints. Also, there are B, = 2"%W agents (who sell the images) and
M, = 2"Er customers who buy images from the agents. We call Ry the watermarking
rate, and Ry the fingerprinting rate. The fingerprinting/watermarking procedure can be
summarized as follows:

1. The agents register their images with the TAs. The TAs also ensure that the images,
before they get registered to a particular agent, are not already watermarked or
fingerprinted.

2. Whenever an agent W needs to sell an image I" to customer F', the first TA embeds
the watermark, the second TA embeds the fingerprint, and the image is sent to the
customer in compressed form, with a rate Rg per image element. Compression is
such that the average per-symbol distortion between the original and the quantized
image does not exceed some level D. The TAs may perform the embedding jointly
or independently of each other. In the latter case, a TA would not know, and
would not be able to detect, which message the other TA has embedded; this could
be accomplished if, e.g., the TAs were to use their own independently generated
codebooks for embedding and decoding.

3. From a compressed watermarked/fingerprinted image, the TAs should be able to
detect the watermark and the fingerprint with a low probability of error. The TAs
could have the original image as side information during detection (private version
of the model), or else no side information at all (public version) [11].

The presence of TAs prevents the agents from, among others: (i) distributing finger-
printed images unlawfully, in order to frame customers, and (ii) watermarking an already
watermarked image.

By means of a coding theorem, we establish the region R, of allowable rates (Rg, R,
Ry) such that (i) the average per-symbol quadratic distortion between the original image
and each distributed copy does not exceed a threshold D; and (ii) the error probability
in decoding the fingerprint and the watermark in a distributed copy approaches zero

!Tn [5], we used the term watermark in a broad sense, while in this paper we explicitly distinguish
between watermarks and fingerprints.
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Figure 1: The watermarking/fingerprinting/quantization system. The dashed boxes rep-
resent the joint operation of the TAs. Also, depending on the scenario (private or public)
I™ may (or may not) be available at the decoder, as the dotted lines suggest.

asymptotically in n. It should be emphasized here that we have limited the scope of
our inquiry to the tradeoff between watermarking, fingerprinting and quantization rates,
assuming no further corruption (e.g. due to attacks) of the distributed image. In that
context, the quantization process acts as a deterministic channel that degrades the wa-
termarked /fingerprinted image; an error would occur at the decoding if two different
watermark/fingerprint pairs resulted in the same quantizer output, for the same original
image. Naturally, Rp can be considered as an outer bound on the achievable rate region
in the presence of malicious attacks.

We further show that the rate region does not depend on whether the authorities
embed their messages jointly or independently of each other; nor does it depend on
whether the original image is available during the decoding.

The region Rp is described as follows:

1
Rp = {(RQaRW7RF) :0 Rw Rp RQ §log 5 ,RW O,RF 0

(where is the variance of the i.i.d. original image and D ) and is depicted in

Figure 2. Note that this rate region can be achieved by the following simple technique:

using nRy bits to represent the watermark, nRp bits to represent the fingerprint, and

n(Rg Rw Rpr) bits to represent the image. The rate-distortion function for an i.i.d.
aussian source [12] then yields

RQ RW RF % log 5
as required. This technique would not, however, be appropriate since it would not hide
the watermark/fingerprint inside the image representation (a standard requirement in
watermarking).

The paper is organized as follows. In ection 2 we give some definitions and assump-
tions for our model. In ection 3 we prove the converse coding theorem which establishes
that no rate triple (Rg, Rw, Rp) outside Rp is achievable. The achievability of Rp is
established in ection 4, for four schemes, corresponding to whether or not the TAs inde-
pendently or jointly embed their messages, and whether the model is public or private.
An additive watermarking /fingerprinting scheme is considered in ection 5. Conclusions
and directions for further research are presented in ection 6.



Figure 2: The rate region Rp is a polyhedral cone with extremal rays on the (Rg, Rw)
plane, on the (Rg, Rr) plane and the half-line [ (D), ) on the R axis.

nition nd u tion

We proceed to give some definitions in accordance with the system shown in Figure 1.
We first consider the case of joint embedding of the watermark and fingerprint.

n (2" onBw 9nRr p)  oint watermarking fingerprinting and uanti
ation code consists o a codebook o n dimensional representation vectors { ™(1),...,
n(2"® ) an encoder

oL, 2w g one ), (2R

w tc maps t e original tmage I™ t e watermark inde W and t e fingerprint inde F
into a representation vector ™ and a decoder

A "1),..., "(2"F) moo {1, 2w onBr

w ic takes as input a representation vector ™ and side in ormation ™ aboutt e original
image and outputs an estimate (W, F) o t e watermark and fingerprint indices

Note that the definition above covers both public and private versions of the model. In
the private version, ™ = I", while in the public version, ™ = , where is a fixed
constant.

We now consider the case of independent embedding of the watermark and fingerprint.

(2nR onBw onRr n) independent watermarking fingerprinting and uan
ti ation code consists o two codes (2"% [ 2"Ew n) and (27 [ 2"Er n) suc t at Rg =
Ro1 Rg ssoctated wit t ese two codes aret e ollowing respectivel — two codebooks
o n dimensional representation vectors { T(1),..., *(2"% ) { ™(1),..., (2" ) a
pair o encoders ( w, r) w ere

w oo " {1, 2w { M1),..., 2% )
Foro {1, 2B ), L, 2R )



a combiner

a splitter

LW, TER) (P, 2@ ) { M), @R )
and a pair o decoders ( w, r) w ere

{2),..., r"® )  {1,... 2w

P oL M1),..., M2 ) {1,... 2"k
or encoding w takes as input t e original image I™ and t e watermark inde W and
produces [* w ile g takes as input I™ and t e fingerprint inde F and produces "
en  combines " and " and produces "  or decoding  decomposes " into |
" en w mapst e side in ormation " and " to an estimate W o W w ile

and ™ to an estimate F' 0o F

and

F maps "

Again, Definition 2 covers the public and private versions of the model, depending on
the use of ™. Note that , w are implemented by the first TA, while g, r by the
second TA. The combination of , g, and will be denoted by , while that of , ,
and g will be denoted by

ort e (2" onfw onRr py codes o efinitions and t e probabilit
o error ort e codeword inde pair ( , ) is given b

(’):Pr ((Ina a)a n):(’)

w ere ™ ¢ aracteri es t e model as public or private e average probabilit o error
in detecting t e idden codewords is given b

1

and is e ual to Pr{(W,F) = (W,F) w ent e codeword inde pair (W, F) is uni orml
distributed in {1,... 2"w L1 . .  onkr

e average per s mbol wuadratic distortion assumingt att e pair (W, F)
is uni orml  distributed in {1,... 2"Ew {1,...,2"%r s given b

= ' (INWF) ]

ur objective in this paper is to compute the set of all achievable rate triples (Rg, Rw, Rr)
such that

nt I " D (1)
0 as n (2)

ne simplifying assumption we make throughout the paper is that [ is i.i.d. aussian
with variance ; a similar assumption has been made in [1, 4, 11].



on r or

In this section, we prove that for any authentication code that satisfies the distortion
constraint D and yields a vanishing probability of error as n goes to infinity, the
rate triple (Rg, Rw, Rr) has to belong to Rp. Also, the TAs are assumed to be arbitrary
(either joint or independent during the embedding and decoding). The converse theorem
is as follows:

onverse or an (2" 2nBw 9nRr n) qut entication code wit D
and 0 t e ollowing must be true
R (D) = 11
= — 10 —_—
Q 2% D

Rw Rp R (D)

et 0 and . The quantization rate is R and the distortion constraint
(1) is satisfied. We know from rate-distortion theory [12] that when a aussian source
(i.e. I™) is quantized so that the average per-symbol squared distortion between the
source and its representation does not exceed a value D, the rate of the quantizer cannot
be less than (D). ince (1) is satisfied, it follows that Rg (D).
Now, let W, F' be independently chosen watermark and fingerprint indices, indepen-
dent from I™ and uniformly distributed in {1,...,2"8w {1 ... 2"Br  We have the
following chain of inequalities:

1
Ry RF:E (VV,F)
1 1
= —IWF; ™ I" - (W, F ™ 1I"
SIWFs NI~ (WF )
1

where (3) is due to Fano s inequality [12] (since from ™ and I™ we are able to detect
W, F with small probability of error, in both private and public models). We also have

IW,F; "1 = I(W,F; ") II“W,F ") (4)
= I(I",W,F; ") I(I"; "W,F) II“W,F ") (5)
= "W, F; ") ("W, F)  (I"W,F, )

(VAR N O A 1
= I("MW,F; ") I ") (6)

where (4), (5) are due to the chain rule for mutual information, and (6) holds because
(I"W,F)= (I") (due to independence). oreover,

nRq ("
(" ("IMWF) (7)
I(I",W,F; ™) (8)

where (7) holds because ( " I",W,F) = 0 (since ™ is a function of I, W, F). o,
from (3), (6) and (8) we have

1
Rw Rp Rg EI(I"; ™)



= Re () - "
Re () (7 Q
Ro %log T (10)
R, %kg 5 (11)

where (9) holds because conditioning reduces entropy, (10) is due to the fact that the

aussian distribution has the highest entropy among all distributions with the same
variance, and due to the concavity of the log function, and (11) holds because of (1).
Taking arbitrarily small yields the desired result. [ ]

ir ct or

We will now prove the direct theorem, namely that Rp is achievable, in the public
scenario with both joint and independent embedding. The achievability of the same
region in the private scenario follows trivially.

irect  or an 0 and or an rate triple (Rg, Rw, Rr) suc t at

1
D) = Zlog —
Rq (D) 5108 &
Rw Rp Ry (D)

t ere e ists a (2"® 2nBw OnRr ny code suc t at D and ( , ) asmn
or all watermark fingerprint pairs ( , )

We use random coding arguments. It is straightforward to show that if Rp
is achievable for random authentication codes, then there exist also deterministic codes
that achieve those rates.

ot mbedding wublic cenario

We use the approach by el fand and Pinsker [13]. The encoders generate 2"% i.i.d.
sequences ", where each dimension is distributed according to (0, D), with
D . Then, the "s are distributed uniformly in 2" #w £r bins. o, for each
watermark and fingerprint pair (W, F'), there is a unique bin indexed by that pair. To
embed watermark W and fingerprint F' inside an image I", the TAs attempt to find a
unique " within the corresponding bin that is distortion typical with /™, and send it
to the customer. If the number of elements in each bin is at least Llog( D), then by
the rate-distortion theorem for aussian sources [12], such a ™ always exists with very
high probability. For decoding (note that no attacks are assumed here), the TAs simply
identify the bin that contains " and output its index (W, F'). According to [13], if

1

then the probability of error in decoding both indices goes to zero as n . bserve
that, in order to obtain (12), we replaced both variables , by in the expression



I( ; ) I(I; ) for the capacity in [13]. Achievability is thus established.

ndependent mbedding wublic cenario
The TAs use two independent codes as described in  above and combine them using
timesharing.  ore precisely, the first TA takes the first n pixels of I, embeds W and

produces ;" using the procedure in . The second TA embeds F' in the remaining

(1 )n pixels of I"™ to produce o Concatenating these two partial images yields

" ince each of ;™and ' " satisfies the distortion constraint (1) (relative to the

appropriate portion of I™) with high probability, the same holds between ™ and I™. At
the decoder, each TA detects its respective message by applying the approach we de-
scribed in  above for the appropriate portion of ™. Thus, the first TA will be able to
detect roughly as many as 2" £ D watermarks and the second TA will be able to de-
tect 201 B P fingerprints. The total number of detectable watermark/fingerprint
pairs is roughly 2" £ D hence, Ry Rr = Rg (D) is achievable. n

It should be noted here that the algorithm for achieving R described above, is similar
to the argument used in motivating quantization index modulation in [9], where the
representation vectors of each quantizer play the role of the ™ sin each bin. We shall see
below that Rp can be also achieved using additive schemes that combine watermarking,
fingerprinting and quantization, and which are more robust compared to the schemes of
this section.

dditi C

We saw in the previous section that Rp can be achieved using a scheme in which the
choice of the quantizer depends on the watermark and fingerprint indices. This approach,
however, has potential drawbacks:

1. The quantizer is user-specific. This means that each user will need to be provided
with a separate codebook, irrespective of the number of images that he may ac-
quire. This entails higher cost and complexity than using a universal quantizer (or
quantization algorithm) which is easily accessible by all users.

2. At high quantization rates, the system is highly susceptible to malicious attacks.
ore specifically, as the quantization rate increases, the quantization cells neces-
sarily shrink, and therefore it is increasingly likely that an attacked image will be
mistaken for an image generated by another quantizer (thus yielding a different
watermark index at the decoder).

These problems can be circumvented with the use of additive watermarking schemes,
similar to the one studied in [5, 14]. These schemes require knowledge of I" at the de-
coder, i.e., they are applicable to the private scenario only, and in what follows we show
that they achieve the whole rate region Rp.

oint mbedding rivate cenario
We use the same approach as in [5, 14]. The TAs generate 2" fw Br jjid.  aussian
sequences " of power , each of which corresponds to a particular (W, F') pair. The
TAs also create a quantizer which is not watermark dependent, by generating 2"% se-
quences ™ (representation vectors). By using the achievability theorem of [14], it can



be proved that the region R, described by

1
R —1
1
R R R —1 —
W F Q 3 og D
can be achieved. In order to achieve the rest of Rp, one has just to timeshare between
the rate triples (R, Rw, Rr) R, and the rate triple (Rg, Rw, Rr) = (log + ,0,0)
which is trivially achievable by compressing I™ using an optimal quantizer.

ndependent mbedding rivate cenario
The TAs use independent codes as described in  above and combine them by timeshar-
ing. The first TA generates 2"%w ii.d. aussian watermarks ™ of power ; and the
second TA generates 2"fF ii.d. aussian watermarks " of power . Then, in

order to embed watermark W and fingerprint F', the first TA adds (W) to the first
n dimensions of I", while the other TA adds '

Then, each of these parts is quantized seperately, yielding ", ' ™ that are then con-

catenated to produce ™. At the decoder, each TA detects his own message that resides

in the appropriate part of ™. imilarly to the independent embedding scheme of ection

4, it can be easily shown that all rates that satisfy Rw Rr Rg 1 2log( D) are

achievable.

"(F) to the remaining part of I".

onc udin r

We have considered a system that combines watermarking, fingerprinting and quantiza-
tion from an information-theoretic perspective. For security reasons, we assumed that
watermarking, fingerprinting and quantization are performed by two trusted authorities.
By means of a coding theorem, we established the region of allowable rates (Rg, Rw, Rr)
such that (i) the average per-symbol quadratic distortion between the original image and
each distributed copy does not exceed a particular threshold; and (ii) the error proba-
bility in decoding the fingerprint and the watermark in a distributed copy approaches
zero asymptotically in n. Furthermore, we showed that the rate region does not depend
on whether the authorities embed their messages jointly or independently of each other;
and it does not depend on whether the original image is available during the decoding.
We also presented two additive watermarking/fingerprinting/quantization schemes that
offer additional benefits in terms of security and robustness.

The tractability of this problem in a more general framework (arbitrary distortion
measure, non-i.i.d. image) is currently under investigation. Also of interest is a variant
of the problem in which the distributed copies are subject to malicious attacks, i.e.,
combining the present model with the one considered in [1] or [11].
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